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Abstract

Trade secrets, proprietary codebases, and unregistered designs represent the dominant share of modern
enterprise value, yet they remain largely excluded from secured debt markets due to the absence of public title
registries and the resulting information asymmetry between borrowers and lenders. This comparative study
examines how uncertificated intellectual assets can support debt financing across the United States, European

Union, China, and Japan, with comparative insights from the United Kingdom and Singapore.

We advance a central thesis: verifiable digital evidence serves as the structural private surrogate for public
registration, bridging the evidentiary gap required to prove legal existence, satisfy statutory secrecy standards,
verify unbroken chains of title, and monitor dynamic collateral pools without forfeiting confidentiality. By
deploying multi-layered evidence architectures—anchoring cryptographic hashes into public blockchains for
decentralized, vendor-independent permanence, while triangulating those records with regional statutory trust
frameworks such as elDAS 2.0 qualified electronic ledgers in Europe and state-recognized timestamps in China—
innovators can establish verifiable proof of prior possession and sequential integrity. Furthermore, pairing
immutable proof of existence with client-side encrypted payload storage resolves the structural dilemma of
post-default recovery, ensuring that trade secret protection is preserved under statutory "reasonable secrecy"
standards while guaranteeing that usable technical assets can be transferred to a creditor or liquidator following
default.

While the substantive mechanisms for encumbrance vary—from Article 9 general intangibles in the United States
and specialized software exploitation pledges in France to fiduciary security assignments (Sicherungsabtretung)
in Germany and comprehensive enterprise-value charges in Japan—every financing route ultimately hinges on
the creditor's ability to verify, monitor, and liquidate asset value. Incorporating key statutory developments—
including elDAS 2.0 (Regulation (EU) 2024/1183), the European Union Design Reform Package (Regulation (EU)
2024/2822 and Directive (EU) 2024/2823), China’s revised Anti-Unfair Competition Law, the UK Property (Digital
Assets etc) Act 2025, and Basel Framework CRE22 capital constraints—this paper demonstrates how digital
evidence transforms uncertificated innovation from an unprovable "black box" into bankable collateral. We
translate this comparative framework into three commercial financing models and an operational evidence
dossier for innovators and credit underwriters.
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PART |

The Doctrinal Foundation: Unregistered Assets in the
Modern Economy

1. Introduction: Innovation Qutside the Register

A precision manufacturer’s primary competitive moat is frequently a proprietary production workflow that it has
deliberately shielded from patent disclosure. A software platform’s enterprise value is anchored in a continuous
integration codebase whose modular components are authored across distributed engineering teams. An
industrial design studio generates substantial recurring cash flows from ergonomic product shapes protected
without state registration certificates. In each case, commercial value resides in assets that never appear in an

intellectual property gazette.

When seeking debt capital, these enterprises confront a structural paradox. Corporate balance sheets prepared
under International Accounting Standard 38 (IAS 38) generally exclude internally generated intangible assets,
while commercial bank credit models remain oriented toward physical collateral or granted monopoly titles. The
European Union Intellectual Property Office (EUIPO) estimates an annual small and medium-sized enterprise
(SME) credit gap of up to 365 billion euros, with 70 to 150 billion euros attributable to IP-rich enterprises. The
barrier is rarely a lack of economic value; it is an evidentiary deficit. Without a pubilic title registry, credit
committees cannot independently confirm what the asset contains, whether the borrower owns it, whether

statutory protection has lapsed, or what a creditor could liquidate following default.

Historically, intellectual property finance literature treated this deficit as insurmountable for uncertificated
assets, concluding that debt financing could only follow registered patents or trademarks. This paper
demonstrates that such a conclusion is doctrinally and commercially outdated. By establishing verifiable digital
evidence pipelines—anchored in public blockchains and regional trust frameworks—enterprises can provide
immutable proof of existence, unbroken chains of title, and continuous operational secrecy. Verifiable digital
evidence functions as the private-law surrogate for public registration, enabling uncertificated innovation to

satisfy the requirements of modern secured transactions regimes.

2. The Analytical Taxonomy: The Intangible Asset Trilemma
and the Four Financing Routes

To evaluate how unregistered assets support credit facilities, analysis must separate three distinct legal and

commercial dimensions—the Intangible Asset Trilemma:

Existence and Legal Protection: Does a legally cognizable interest exist, and are its ongoing statutory
conditions satisfied? For trade secrets, this requires proving secrecy and reasonable protective measures; for
software, original expression; for unregistered designs, qualifying public disclosure.

Entitlement and Encumbrance: Does the borrowing entity hold transferable title or an exclusive exploitation
right, and does the applicable secured transactions framework permit creating an enforceable security
interest against third parties?
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Operational Recovery and Realizability: What can a secured creditor or third-party acquirer actually seize,
operate, or sell following default? A trade secret whose deployment requires irreplaceable founder
knowledge may possess immense enterprise value but near-zero liquidation value in distress.

The Intangible Asset Trilemma

Legal Protection
Statutory Qualification

Collateral Perfection Operational Recovery

Enforceable Encumbrance Post-Default Realizability

The interaction of these three dimensions dictates the feasible financing structure across four primary routes:

Direct Asset Security: The creditor takes a discrete security interest in specified intellectual property rights
(such as an Article 9 general intangible filing in the United States, a software exploitation pledge in France, or a
fiduciary security assignment in Germany).

Income-Based Security: The facility is underwritten against and secured by receivables, royalties, or recurring
customer contracts generated by exploiting the unregistered asset.

Enterprise-Based Finance: The asset is evaluated as an integrated component of an ongoing business,
secured through enterprise-wide mechanisms such as the UK floating debenture or Japan’s Enterprise Value

Charge.

Supported Finance: The transaction relies on public credit guarantees, risk-sharing pools, or specialized IP
insurance schemes (predominant in Chinese municipal initiatives) to absorb recovery risks that regulated
commercial lenders cannot carry under Basel CRE22 capital rules.

3. Characterizing the Unregistered Collateral Pool

3.1 Trade Secrets: Secrecy, Value, and Reasonable Measures

Under Article 39.2 of the WTO TRIPS Agreement, Section 1839 of the US Defend Trade Secrets Act (DTSA),
Directive (EU) 2016/943, and Article 10 of China's revised Anti-Unfair Competition Law (AUCL 2025), trade secret
protection is conditioned upon three uniform criteria: the information must not be generally known or readily
ascertainable; it must derive independent commercial value from not being generally known; and it must be

subject to reasonable measures under the circumstances to maintain secrecy.
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For secured debt underwriting, a trade secret is not a generic bucket of "know-how". The asset must be identified
with sufficient precision to establish its boundaries against public knowledge, prior art, and employee
institutional memory. Because trade secret protection can be forfeited at any time through unconstrained
disclosure or inadequate security, proof of continuous, reasonable protective measures represents an ongoing

condition of legal validity.

3.2 Proprietary Software: Expression, Modules, and Licence Stacks

Under international copyright standards and Directive 2009/24/EC, copyright protects the expression of
computer programs but does not extend to underlying ideas, algorithms, or logic. Original software codebases
arise automatically without registration formalities. In commercial practice, software is rarely a single monolithic
work; it comprises employee code, contractor contributions, open-source libraries, and third-party APIs. The
financing assessment must verify not merely that a codebase exists, but that the borrowing entity possesses the
unbroken assignment chain and inbound licences required to exploit, maintain, and transfer the system upon
enforcement.

3.3 Unregistered Industrial Designs: Public Launch and Product Lifecycles

Industrial designs present the inverse evidentiary requirement of trade secrets: their unregistered protection is
triggered by qualifying public disclosure rather than confidentiality. For short-lifecycle consumer goods,
unregistered design regimes provide vital protection against direct copying without the administrative delays of
registration. However, because protection terms are compressed (typically three years in the European Union
and the United Kingdom), credit underwriting must ensure that the debt amortization schedule aligns with the

asset's remaining legal and commercial exclusivity.
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PART II

Comparative Secured Transactions and Collateral
Perfection

4. United States: Broad Collateral Categories, Preemption,
and Evolving Digital Property

4.1 Article 9 Framework: Attachment, Perfection, and Priority

Under Article 9 of the Uniform Commercial Code (UCC), as enacted in Delaware (6 Del. C. Article 9), unregistered
intellectual property assets and software fall within the broad collateral classification of "general intangibles"
(UCC § 9-102(a)(42)).

Attachment occurs under UCC § 9-203 when value is given, the debtor acquires rights in the collateral or the
power to transfer rights, and an authenticated security agreement reasonably identifies the collateral under UCC
§ 9-108. UCC § 9-204 permits the security interest to attach to after-acquired property, allowing evolving
software updates or expanded process documentation to become encumbered automatically. Perfection is
achieved through the state-level filing of a UCC-1 financing statement in the debtor's jurisdiction of organization
under UCC §§ 9-301, 9-307, and 9-504, irrespective of where servers or physical records reside.

4.2 Copyright Preemption and Subsequent Registration Risk

The interface between state secured transactions law and federal copyright law presents a significant structural
trap. In /n re World Auxiliary Power Co., the Ninth Circuit established that the federal recordation system under
Section 205 of the Copyright Act (17 U.S.C. § 205) preempts state UCC filing systems only with respect to
registered copyrights. Security interests in unregistered copyrights are perfected solely by filing a state-level
UCC-1 financing statement.

However, this creates a major vulnerability: subsequent registration risk. Under 17 U.S.C. § 205(c), recording a
security agreement with the US Copyright Office provides constructive notice against third parties only if the
underlying work is registered. If a debtor registers an unregistered codebase with the Copyright Office during the
loan term, the perfection architecture instantly shifts. If the debtor grants a subsequent security interest to a
competing creditor who records in the Copyright Office, that second creditor can defeat the prior state-
perfected UCC-1 filing. Secured credit facilities must therefore include negative covenants barring copyright
registration without lender consent, backed by an irrevocable power of attorney allowing the lender to record in
the Copyright Office the moment an application is filed.

4.3 Anti-Assignment Overrides and Confidentiality Boundaries

UCC § 9-408 overrides contractual anti-assignment terms that would otherwise prevent the attachment or
perfection of a security interest in general intangibles or software licences. However, UCC § 9-408(d) preserves
strict boundaries: the security interest does not grant the secured party the right to inspect, use, or access the
licensee's trade secrets or confidential information without consent. The lender acquires a perfected claim to
economic value and proceeds, but not unrestricted operational access to confidential counterparty materials.



BERNSTEIN FINANCING UNREGISTERED INNOVATION - VERSION 1.0

4.4 UCC Article 12: Controllable Electronic Records

Under the 2022 UCC Amendments enacted in Delaware (6 Del. C. Article 12, effective 2024), commercial law
introduced "Controllable Electronic Records" (CERs) under § 12-102. While trade secrets and source code rights
remain classified as Article 9 general intangibles, electronic records, tokenized assets, or digital registry
certificates that satisfy statutory "control" under § 12-105 can be perfected by control. Under UCC § 9-314 and §
12-104, perfection by control confers super-priority over competing creditors who filed an earlier UCC-1

financing statement, providing "qualifying purchaser" protection that cuts off competing property claims.

5. European Union: Harmonized Standards and Divergent
National Security Regimes

5.1 Trade Secrets and Procedural Confidentiality Limits

Directive (EU) 2016/943 provides a harmonized tort framework against the unlawful acquisition, use, and
disclosure of trade secrets across EU Member States. While Article 9 of the Directive establishes confidentiality
rings and sealed proceedings in trade secret infringement litigation, these protections do not automatically
extend to general debt recovery actions, public auctions, or insolvency proceedings. Without dedicated
contractual protective orders and escrow mechanisms, a secured creditor seeking to enforce against a trade

secret risks causing public disclosure, extinguishing the asset's legal protection.

5.2 The European Union Design Reform Package

On 23 October 2024, the European Union adopted its Design Reform Package, comprising Regulation (EU)
2024/2822 (amending Regulation (EC) No 6/2002) and Directive (EU) 2024/2823 (recast Design Directive). Effective
1 May 2025, the historic "Unregistered Community Design" (UCD) was formally renamed the Unregistered
European Union Design (UEUD).

The substantive scope of design protection was modernized to encompass dynamic digital works, graphical user
interfaces (GUIs), spatial product arrangements, and protection against unauthorized 3D printing and CAD file
distribution. Crucially, Directive (EU) 2024/2823 (transposition deadline: 9 December 2027) mandates that at the
national level, unregistered design rights are no longer protected; only registered designs confer rights.
Consequently, the UEUD serves as the sole legal mechanism for unregistered design protection across

continental Europe, eliminating the need for national unregistered design searches.

5.3 France: Registered Pledges over Software Exploitation Rights

France provides an explicit statutory mechanism for taking security over copyright-protected software without
requiring copyright registration. Under Article L132-34 and Articles R132-8 to R132-17 of the French Intellectual
Property Code (Code de la propriété intellectuelle or CPl), a business can grant a dedicated pledge over software
exploitation rights (nantissement du droit d’exploitation d’un logiciel).

To be effective against third parties, the pledge agreement must be in writing and registered in the special
software register maintained by the National Institute of Industrial Property (/nstitut National de la Propriété
Industrielle or INPI). The registration must identify the source code, object code, and documentation. While
Articles R132-8 and R132-9 accommodate software updates, new releases do not fall within the pledge

automatically; material codebase changes require updating the registered filings.
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Importantly, this mechanism is restricted to software. Unregistered trade secrets cannot be pledged under
Article L132-34; they can only be encumbered through a general pledge of intangible personal property under
Article 2355 of the Civil Code, or as part of a commercial going-concern pledge (nantissement de fonds de
commerce) under Article L142-1 of the Commercial Code.

5.4 Germany: Inalienability and Fiduciary Security Assignment (Sicherungsabtretung)

German copyright doctrine adheres to the monistic theory of copyright, codified in Section 29 of the Copyright
Act (Urheberrechtsgesetz or UrhG): the author's copyright (Urheberrechtf) is inalienable and cannot be transferred
or assigned. Under Section 1274 of the German Civil Code (Bdirgerliches Gesetzbuch or BGB), a pledge over a
right (Pfandrecht an Rechten) is governed by the rules applicable to the transfer of that right; consequently, the

core Urheberrecht cannot be pledged.

Pledges can attach only to derived, transferable rights of use (Nutzungsrechte)—specifically exclusive
exploitation licences granted pursuant to Sections 31 and 34 UrhG. For employee-created software, Section 69b
UrhG provides an essential statutory exception by vesting the exclusive economic exploitation entitlements

directly in the employer.

In commercial practice, German banks avoid the statutory right pledge under Section 1274 BGB. The statutory
Pfandrecht is strictly accessory (akzessorisch) to the underlying secured claim under Section 1252 BGB and
mandates judicial enforcement or public auction upon default, which would destroy the commercial value of
confidential code. Instead, German IP finance almost universally relies on the fiduciary security assignment
(Sicherungsabtretung) under Sections 398 et seq. BGB. Under a Sicherungsabtretung, the debtor transfers legal
title to the exclusive Nutzungsrechte to the lender on a fiduciary basis, while the debtor retains operational use
via a contractual licence-back. This non-accessory structure permits private, out-of-court realisation and

liquidation upon default.

6. East Asian Frameworks: China's Administrative Pilots
and Japan's Enterprise Value Charge

6.1 China: Statutory Pledges versus Municipal Administrative Experiments

Under the Civil Code of the People's Republic of China (Articles 440, 444, and 445), an intellectual property
pledge (Zhiquan) can be established only over transferable proprietary rights, such as registered trademarks,
patents, and registered copyrights, becoming legally effective upon administrative registration with authorities
such as the China National Intellectual Property Administration (CNIPA).

Trade secrets, by contrast, are protected under Article 10 of the revised Anti-Unfair Competition Law (AUCL
2025, adopted 27 June 2025, effective 15 October 2025), which provides unfair competition remedies against
misappropriation, improper digital scraping, and platform data abuses.

Because national statutory law does not provide a formal registration mechanism for trade secret pledges,

Chinese regional centers have established innovative administrative pilots:

In Suzhou Industrial Park (January 2026), Borui Biomedicine concluded a trade secret pledge-financing
agreement with China Construction Bank, using notarized identification and technical preservation without
disclosing core formulas.

In Wuxi/Jiangyin (May 2026), an automotive-parts enterprise secured a 10 million RMB credit line from Bank
of Jiangsu backed by two core production secrets.
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In Shanghai, municipal authorities issued Notice JFM 1% (2026) 1285 (June 2026), establishing a
structured model where trade secrets are processed into registered "data products," verified via
cryptographic hashes on regional blockchain platforms, and presented to participating banks for credit
assessment.

These municipal registrations provide valuable administrative verification and support public risk-sharing pools.
However, in a corporate liquidation under China’s Enterprise Bankruptcy Law, they do not create a statutory in
rem security right (Zhiquan) that ranks ahead of unsecured creditors. They operate as administrative risk-

assessment mechanisms rather than judicial collateral perfection devices.

6.2 Japan: Enterprise Value Charge (Kigyo Kachi Tanpo-ken)

Historically, Japanese IP finance relied on qualitative Intellectual Property Business Evaluation Reports,
promoted by the Ministry of Economy, Trade and Industry (METI) and the Financial Services Agency (FSA),
assessing intangible contributions to ongoing cash flow.

To provide a formal secured transactions foundation, the National Diet enacted the Act on the Promotion of
Business-Based Financing, which introduced the Enterprise Value Charge (Kigyé Kachi Tanpo-ken), entering into
force on 25 May 2026. This statutory framework creates a comprehensive, floating security interest registered in
the commercial register, covering the enterprise's total business going-concern value—including trade secrets,
customer data, software, and human capital. By encumbering the enterprise as an integrated operating unit,
Japan sidesteps the civil-law hurdles of individual asset transfers, enabling confidential know-how to support

corporate debt facilities.

7. Comparative Perspectives: United Kingdom and
Singapore

7.1 United Kingdom: Unregistered Designs, Charges, and Digital Asset Reform

The UK design framework maintains two distinct unregistered regimes:

UK Unregistered Design Right (UDR): Codified in Section 213 of the Copyright, Designs and Patents Act 1988
(CDPA), this right protects the original shape and configuration of three-dimensional articles. Protection lasts
for the earlier of ten years from the end of the year of first marketing or fifteen years from creation. Under
Section 236 CDPA, during the final five years of protection, anyone is entitled as of right to a licence to exploit
the design ("licence of right"), substantially reducing its exclusive recovery value for lenders.

Supplementary Unregistered Design (SUD): Introduced post-Brexit to mirror EU protection, the SUD protects
two- and three-dimensional product appearance, ornamentation, and surface textures for three years from
qualifying disclosure in the UK.

Security interests over UK intellectual assets are created via fixed or floating equitable charges under a standard
debenture. Under Section 859A of the Companies Act 2006, charges created by a UK company must be

registered with Companies House within 21 days of creation to be valid against a liquidator or administrator.

Crucially, the enactment of the Property (Digital Assets etc) Act 2025 (Royal Assent 2 December 2025) provides
long-sought statutory certainty. Section 1 confirms that a digital or electronic thing is not prevented from being
personal property merely because it is neither a thing in possession nor a thing in action. This statutory
recognition provides a solid property foundation for encumbering digital source-code repositories and

proprietary databases under English law charges.
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7.2 Singapore: The Intangibles Disclosure Framework

Singapore has addressed the evidentiary deficit through structural corporate reporting. In September 2023, the
Intellectual Property Office of Singapore (IPOS) and the Accounting and Corporate Regulatory Authority (ACRA)
launched the Intangibles Disclosure Framework (IDF).

The IDF structures intangible asset disclosure across four core pillars: Strategy, Identification, Measurement, and
Management. While the IDF does not create a new security interest, it provides a standardized disclosure
template that allows debt underwriters to evaluate how confidential know-how and proprietary software

contribute to an enterprise's debt-service capacity.

©Bernstein by IP LEVERAGED SAS - www.bernstein.io
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PART Il

Prudential Realities, Valuation, and Cross-Border
Frictions

8. Bank Capital Adequacy and the Basel CRE22 Constraint

The primary reason commercial banks historically resisted lending against intellectual property lies in
international prudential banking regulations. Under Chapter CRE22 (Credit Risk Mitigation) of the Basel
Framework (Basel lll/IV standardized approach), banks may reduce their regulatory capital requirements against
collateralized credit exposures only when secured by recognized "eligible financial collateral". This classification
is restricted to cash, sovereign securities, rated corporate debt, and major stock index equities.

Intellectual property—whether registered or unregistered—is excluded from eligible financial collateral under
Basel CRE22. Consequently, for regulatory capital purposes, a loan secured solely by trade secrets or
codebases is classified as an unsecured exposure. The lending institution must assign a risk weight of 100% or

higher, allocating expensive Tier 1 regulatory capital without receiving any Risk-Weighted Asset (RWA) relief.

This capital penalty explains why commercial banks rarely issue standalone IP mortgages. To make intangible
asset lending viable, the market relies on structural workarounds: public credit guarantees (e.g., China's risk-
sharing pools) that substitute sovereign credit ratings; enterprise-level security (e.g., Japan's Enterprise Value
Charge) that underwrites total business cash flows; and specialized private debt and venture debt funds that

operate outside Basel banking capital rules.

9. The Post-Brexit Design Disclosure Dilemma

Cross-border design finance encounters an acute jurisdictional friction following the United Kingdom’s exit from
the European Union. Under the European Court of Justice reference in Beverly Hills Teddy Bear Co v PMS
International Group Plc ([2019] EWHC 2419 (IPEC)) and German jurisprudence (Gebdckpresse I, BGH Case | ZR
126/06), the geographic location of first public disclosure is determinative:

Under Article 11 of Regulation (EC) No 6/2002 (preserved in Regulation (EU) 2024/2822), an Unregistered EU
Design arises only upon first public disclosure within the physical territory of the European Union.

Under Section 213 UK CDPA and the UK SUD regime, protection requires first disclosure within the United
Kingdom.

If a design firm unveils a new furniture or luxury line in London, that act constitutes an extraterritorial disclosure
that can destroy the novelty of the design in the European Union while failing to trigger an Unregistered EU
Design (since disclosure occurred outside the EU). Conversely, a first launch in Paris destroys novelty in the UK

without establishing a UK Supplementary Unregistered Design.
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To prevent cross-border design collateral from being inadvertently invalidated, innovators must plan and prove
simultaneous public disclosure—for example, via an online launch that makes the design immediately accessible
to specialized trade circles in both jurisdictions at the same time. Without verifiable digital evidence proving
simultaneous release, a multi-jurisdictional design portfolio risks losing protection in one of the two core

markets, undermining its collateral value.

10. Valuation Methodologies and Distress Realization

Valuing unregistered assets for credit underwriting requires distinguishing going-concern cash flow generation
from post-default liquidation value:

Income Approach: Discounted Cash Flow (DCF) or Multi-Period Excess Earnings Method (MPEEM) models
quantify cash flows directly attributable to the asset. While effective for assessing debt service under
ordinary operations, these cash flows depend on complementary assets—machinery, customer contracts,
and human capital—that may disperse upon bankruptcy.

Relief-from-Royalty Approach: Estimates the hypothetical royalty rate the borrower would pay to licence the
asset from a third party. This method isolates the asset from operating overhead, providing a conservative
proxy for secondary market licensing value.

Cost-to-Recreate Approach: Calculates the capital and engineering hours required to rebuild the software
codebase or production workflow from scratch. In distress liquidations, this provides a floor value for
competitors seeking to acquire proprietary technology without incurring multi-year R&D lead times.
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PART IV

The Operational Toolkit: Evidence Architecture,
Scenarios, and Execution

11. The Digital Evidence Engine: Surrogacy for Public
Registration

Because unregistered innovation lacks a public certifying authority, verifiable digital evidence must serve as the
structural private surrogate for a public register. To satisfy credit underwriters and judicial authorities, an

evidence framework must address two challenges: establishing immutable, cross-border proof of existence, and

solving the "Hash vs. Payload" recovery dilemma.

11.1 Multi-Layered Anchoring: Public Blockchains and Regional Trust Services

To ensure evidence survives commercial and corporate lifecycles across long credit tenors (3 to 7 years),

innovators should deploy a multi-layered verification architecture:

MULTI-LAYERED ANCHORING

Public Blockchain Layer Regional Statutory Trust Layer
(Bitcoin / Ethereum Anchoring) (EU eIDAS 2.0 / China NTSC Systems)
Decentralized, math-based proof Statutory legal presumptions
Independent of any vendor Binding on regional courts

Permanent across credit tenors Rebuts tampering allegations

Public Blockchain Anchoring: Registering cryptographic hashes on major public blockchains (such as Bitcoin
or Ethereum) provides decentralized, mathematical permanence. Because public blockchains operate without
central intermediaries, the timestamp and cryptographic integrity of the asset deposit remain independently
verifiable by any court, lender, or insolvency receiver worldwide, even if the borrower, lender, or verification
platform ceases operations.

Triangulation with Regional Statutory Trust Services:

European Union (eIDAS 2.0): Under Regulation (EU) 2024/1183 (elDAS 2.0), the EU established dedicated
statutory standards for qualified electronic ledgers (Articles 3(16b), 45j, and 45k). Under Article 45k, data
recorded in a qualified electronic ledger enjoys a statutory legal presumption of sequential integrity and
chronological accuracy across all 27 EU Member States. Combining public blockchain anchoring with an
elDAS-qualified trust service transforms digital evidence from a private assertion into a binding statutory
presumption in civil-law litigation.

©Bernstein by IP LEVERAGED SAS - www.bernstein.io
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China (Judicial Blockchain Rules): Under the Supreme People’s Court Provisions on Several Issues Concerning
the Trial of Cases by Internet Courts and civil procedure rules, electronic records authenticated via
blockchain anchoring and official time-stamping (such as the National Time Service Center) are directly
admissible in judicial proceedings. This evidentiary rule supports the municipal trade secret and data
financing frameworks operating in Shanghai and Suzhou.

11.2 Immutable, Client-Side Encrypted Storage: Solving the "Hash vs. Payload" Dilemma
A critical point of failure in digital asset finance is the "Hash-Without-Payload" fallacy. A cryptographic hash

deposited on a blockchain proves that a specific file existed at a given date. However, if the borrower enters
bankruptcy three years later and cannot produce the exact, uncorrupted, byte-for-byte matching codebase,
manufacturing parameter file, or CAD model, the hash becomes legally and commercially useless. An insolvency
trustee cannot operate or liquidate an asset that cannot be inspected.

Furthermore, preserving trade secret status under TRIPS Article 39.2, DTSA, AUCL 2025, and Directive (EU)
2016/943 requires proving continuous reasonable secrecy measures. Storing confidential trade secrets in
cleartext on general corporate servers or sharing them unencrypted across underwriting desks can destroy their
trade secret status.

Innovators must therefore maintain immutable, client-side encrypted storage for the underlying technical
payloads:

Cryptographic Secrecy Proof: Materials are encrypted locally using advanced encryption standards before
transmission. The borrower retains mathematical control, ensuring that the act of certifying the asset never
exposes its proprietary content to third-party platforms or creates unconstrained leaks, satisfying the
statutory "reasonable measures" requirement.

Recoverable Custody and Escrow: The encrypted payload is archived in immutable, write-once-read-many
(WORM) storage. In credit facilities, decryption keys are deposited under an escrow agreement with an
authorized agent, triggered only by verified contractual events of default. This ensures that the lender or
liquidator can reliably recover the complete, operational payload needed to operate or sell the business.

12. Confidential Staged Due Diligence Protocols

To reconcile the lender's need to verify collateral with the borrower's obligation to preserve trade secret
protection, transaction parties should deploy a three-stage due diligence protocol:
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STAGE 1: NON-CONFIDENTIAL DISCLOSURE

High-level functional descriptions, commercial role, and audited financial contributions [1].

Verification of corporate title, assignment chains, and public search filings [1].

STAGE 2: CRYPTOGRAPHIC VERIFICATION AND METADATA AUDIT

Review of digital evidence certificates and blockchain anchors [1].
Verification of eIDAS 2.0 qualified timestamps and hash matches [1, 2].

Audit of contributor contracts, outbound licences, and Git logs [1].

STAGE 3: CLEAN-ROOM TECHNICAL INSPECTION AND KEY ESCROW

Qualified independent technical experts bound by strict NDAs inspect source code or chemical formulas in
a secure clean room [1].

Verification of build instructions and production dependencies [1].

Deposit of encrypted payload and conditional release keys with an escrow agent [1].

13. Applied Financing Scenarios

Scenario A: Precision Manufacturing Process (Trade Secrets)

Context: A precision component manufacturer develops an automated thermal-treatment process that
reduces scrap rates by 35%, generating 4 million euros in recurring annual cost savings. The company seeks a
12 million euro term loan for facility expansion, relying on trade secret protection rather than patents to avoid
disclosing its process parameters.

Evidence Architecture: The engineering parameters, furnace calibration tolerances, and quality-control
formulas are compiled into a comprehensive technical payload. The file is encrypted client-side and its
cryptographic hash is anchored into a public blockchain, triangulated with an elDAS 2.0 qualified electronic
ledger timestamp. The resulting digital certificate proves the exact process formulation existed on a verified
date. Detailed access logs and employment confidentiality agreements are archived alongside the certificate
to prove statutory "reasonable secrecy measures" under Directive (EU) 2016/943.
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Financing Structure: Because pure trade secret collateral cannot reduce regulatory capital requirements
under Basel CRE22, the facility is structured as an enterprise-supported loan. Repayment is underwritten
against verified operational cost savings. Security is taken via a floating debenture (or German fiduciary
assignment of related commercial contracts) coupled with an escrow deposit of the encrypted operating
payload and furnace calibration software. Release terms grant the lender access to the process manual only
upon uncured payment default, ensuring business continuity for an acquiring operator.

Scenario B: Enterprise Software Platform (Modular Codebase)

Context: A B2B software-as-a-service (Saa$S) provider with 18 million euros in Annual Recurring Revenue (ARR)
seeks a 25 million euro credit facility to support international expansion. The core platform incorporates
internal employee code, outsourced contractor modules, and permissible open-source components.

Evidence Architecture: The company implements an automated digital evidence pipeline linked to its Git
repository. Each production release generates a cryptographic snapshot capturing the complete source code,
build scripts, software bill of materials (SBOM), and signed IP contributor assignments. The snapshot is
anchored on a public blockchain and certified via a qualified digital timestamp.

Financing Structure: In the United States, the lender takes an Article 9 security interest in general intangibles,
perfected via a Delaware UCC-1 filing. The credit agreement includes a negative covenant barring federal
copyright registration without consent to mitigate subsequent registration risk under 17 U.S.C. § 205(c), along
with a power of attorney to record immediately in the US Copyright Office if an application is made. In
Germany, the facility is secured via a fiduciary security assignment (Sicherungsabtretung) of the exclusive
Nutzungsrechte under Section 398 BGB, combined with a licence-back to the borrower. Decryption keys for
the escrowed codebase and infrastructure deployment scripts are held by an independent escrow agent.

Scenario C: Industrial Furniture Design (Cross-Border Design Portfolio)

Context: A UK-based industrial design studio develops a distinctive, ergonomic office chair. The chair can be
manufactured using standard tooling, and the business seeks a 3 million euro asset-backed revolving facility
to finance seasonal production.

Evidence Architecture: To navigate the post-Brexit disclosure trap identified in Beverly Hills Teddy Bear, the
studio plans a simultaneous public release. High-resolution 3D CAD files, renderings, and technical
specifications are hashed and anchored on a public blockchain prior to launch. The design is unveiled
simultaneously at the Milan Furniture Fair and via an open digital showroom accessible to specialized trade
circles across both the UK and the EU. Web analytics, digital evidence timestamps, and attendance records
are compiled to prove simultaneous disclosure, establishing concurrent 3-year Unregistered EU Design
(UEUD) protection in Europe and Supplementary Unregistered Design (SUD) protection in the UK.

Financing Structure: Security is taken over the design rights, CAD files, and production tooling, registered at
UK Companies House within 21 days under Section 859A of the Companies Act 2006. Because UK
unregistered design rights become subject to statutory "licences of right" under Section 236 CDPA after year
5, the credit facility tenor is strictly set at 24 months, ensuring repayment occurs while the designs maintain
absolute market exclusivity.
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14. The Practical Evidence Dossier and Underwriter

Checklist

To prepare an uncertificated innovation portfolio for credit underwriting, innovators and lenders should

assemble an eight-part evidence dossier:

Dossier Component

Core Evidentiary Contents

Underwriting Question
Addressed

Inherent Limitation /
Boundary

1. Asset
Identification

2. Legal Basis

3. Entitlement &
Chain of Title

4. Secrecy &
Access Controls

5. Cryptographic
Proofs & Storage

6. Commercial
Contribution

7. Encumbrance &
Search Audits

8. Recovery &
Escrow Package

Version number, system
boundaries, descriptive
summaries, hardware/tooling
dependencies.

Applicable regime (trade
secret, software copyright,
UEUD, UK UDR); statutory
duration; territory.

Employment agreements,
contractor assignments,
corporate transfer deeds, joint
development agreements.

Access authorization policies,
physical security records,
access logs, NDAs, supplier
confidentiality covenants.

Public blockchain transaction
hashes, elDAS 2.0 qualified
ledger certificates, encrypted
payload custody records.

Audited margin analysis, cost
savings records, recurring
customer contracts, royalty
comps, remaining cycle.

Corporate charge registries,
UCC lien searches, litigation
history searches, negative
pledges.

Verified source code, build
scripts, operating formulas,
deployment keys, escrow
release triggers.
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Exactly what technical
knowledge or code constitutes
the asset?

Why does the asset legally
qualify for protection under
governing law?

Does the borrowing entity hold
exclusive, encumberable title?

Are statutory "reasonable
secrecy measures" actively
enforced?

Can the asset’s integrity and
historical existence be proved
independently?

How does the asset support
debt service and repayment
capacity?

Are there competing security
interests or ownership claims?

Can a secured lender or
liquidator operate or sell the
asset post-default?

Identification describes the
asset but does not prove its
legal validity.

Claimed legal theories must
survive judicial review in
litigation.

Possession of files does not
establish ownership of
intellectual rights.

Internal written policies must
be supported by continuous
technical enforcement.

Blockchain hashes prove prior
existence; they do not verify
patentability or commercial
value.

Historical margins do not
guarantee future cash flows if
markets shift.

Internal balance sheets cannot
replace official public register
searches.

Technical file access does not
confer rights if third-party
licences terminate upon
insolvency.
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Conclusion

Unregistered intellectual assets can support debt financing across modern industrial economies, but they require
a different approach than patent-backed lending. Because trade secrets, software codebases, and unregistered
designs lack state-administered title registries, credit underwriting cannot rely on public gazettes to verify

existence, priority, and validity.

The central lesson of this comparative study is that verifiable digital evidence serves as the private-law
surrogate for public registration. By deploying multi-layered evidence architectures—anchoring cryptographic
hashes into public blockchains for permanent, vendor-independent verification, while triangulating those records
with regional statutory trust frameworks such as elDAS 2.0 qualified electronic ledgers in Europe and recognized
timestamps in China—innovators can resolve the evidentiary deficit. Furthermore, pairing verifiable timestamps
with immutable, client-side encrypted storage ensures that the statutory conditions for trade secret protection
are maintained, while providing a clear path to post-default operational recovery.

While international prudential capital constraints under Basel Framework CRE22 prevent commercial banks
from extending regulatory capital relief against uncertificated intangibles, structured debt markets bridge this
gap through enterprise-wide security, public credit guarantees, and private credit facilities. By aligning robust
digital evidence pipelines with the secured transactions frameworks of the United States, Europe, China, and

Japan, enterprises can transform their most valuable confidential assets into bankable collateral.
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APPENDIX

Comparative Matrix
of Unregistered IP Secured Financing

Jurisdiction
/ System

United
States

European
Union
(Common
Layer)

France

Germany

Collateral / Asset
Classification

General Intangibles
(UCC § 9-102);
Software; Trade
Secrets (DTSA).

Trade Secrets (Dir
2016/943);
Unregistered EU
Designs (Reg
2024/2822);
Software (Dir
2009/24/EC).

Software
exploitation rights
(CPI' Art. L132-34);
Trade secrets via
business assets
(fonds de
commerce).

Transferable Rights
of Use
(Nutzungsrechte,
UrhG §§ 31, 34);
Employee Software
(UrhG § 69b).

Primary Security
Instrument

Article 9 Security
Agreement covering
general intangibles.

Governed by
fragmented national
laws; no unitary EU-
wide security right.

Dedicated written
Software Pledge
(Nantissement de
logiciel); Intangible
Pledge (C. civ. 2355).

Fiduciary Security
Assignment
(Sicherungsabtretung,
BGB § 398);

statutory pledge
disfavored.
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Third-Party
Perfection
Formalities

State UCC-1
financing statement
filed in debtor's
jurisdiction of
organization.

Varies by Member
State; evidentiary
reliance on elDAS
2.0 (Reg 2024/1183).

Mandatory
registration in the
special INPI
software register
(CPI Art. L132-34).

Contractual
execution of
assignment; debtor
retains operational

use via licence-back.

Key Legal
Vulnerabilities &
Underwriting
Traps

Subsequent
registration risk:
federal copyright
filing can defeat
prior UCC-1 under
17 U.S.C. § 205(c).

Directive Art. 9
confidentiality
protections do not
automatically apply
to insolvency or
enforcement.

Code updates are
not automatically
encumbered; trade
secrets lack a
dedicated pledge
mechanism.

Inalienability of
author's right
(Urheberrecht, UrhG
§ 29); statutory
pledge requires
public auction.

VERSION 1.0

Evidentiary
Architecture &
Digital Proof Role

Code commit logs
and hashes
establish baseline
scope for after-
acquired floating
collateral.

elDAS 2.0 qualified
ledgers provide
statutory
presumption of
chronological
accuracy and data
integrity.

INPI filings require
detailed
source/object code
identification;
timestamps prove
version timing.

Clear contributor
records prove chain
of title to overcome
UrhG transfer
restrictions.
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Comparative matrix (continued)

Jurisdiction
/ System

China

Japan

United
Kingdom

Singapore

Collateral / Asset
Classification

Proprietary IP rights
(Civil Code Art. 440);
Trade Secrets (AUCL
2025 Art. 10); Data
products.

Business enterprise
as a going concern;
Trade Secrets (UCPA
Art. 2(6)).

UK Unregistered
Design Rights (CDPA
s.213);
Supplementary
Unregistered
Designs; Digital
Assets.

Unregistered
Intangible Assets,
know-how, software,
and trade secrets.

Primary Security
Instrument

Statutory IP Pledge
(Zhiquan, Civil Code
Art. 444); local
administrative
pilots.

Enterprise Value
Charge (Kigyo Kachi
Tanpo-ken, 2026
Act); IP Business
Evaluation.

Fixed or Floating
Equitable Charge
under corporate
debenture.

Standard common-
law equitable
charges and
assignment of
contractual
proceeds.
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Third-Party
Perfection
Formalities

Mandatory CNIPA
registration for
statutory IP;
municipal platform
registrations for
data.

Commercial register
recording with the
Legal Affairs Bureau.

Registration with
Companies House
within 21 days of
creation (Companies
Act s. 859A).

Registration of
corporate charges
with ACRA.

Key Legal
Vulnerabilities &
Underwriting
Traps

Municipal trade
secret/data
registrations do not
create statutory in
rem priority in
bankruptcy.

Early regime
implementation;
requires licensed
trust institution;
excludes isolated
asset sales.

Mandatory licence
of right in years 6-
10 (CDPA s. 236);
extraterritorial
novelty loss post-
Brexit.

Framework provides
structured
disclosure guidance
but does not alter
secured
transactions
priorities.

VERSION 1.0

Evidentiary
Architecture &

Digital Proof Role

Municipal platforms
use regional
blockchain
anchoring to
support credit
evaluation.

IP Evaluation
Reports map
operational know-
how and workforce
dependencies to
future cash flow.

Verifiable digital
records prove
simultaneous UK/EU
launch to preserve
concurrent design
rights.

Intangibles
Disclosure
Framework (IDF)
organizes
disclosures:
Strategy,
Identification,
Measurement,
Management.
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